ACRO

FAQ on DOJ Bulk Transfers Final Rule
(Executive Order 14117)

The purpose of this FAQ is to set out ACRO’s understanding of the DOJ Bulk Transfers Final Rule (90
FR 1636, codified at 28 CFR Part 202). This is for information purposes only and is not legal advice or
opinion. It also does not reflect advice from any ACRO member or the opinion, interpretation, or
compliance posture of any ACRO member. The information contained within is current to December
2025.

1. What is the DOJ Bulk Transfers Final Rule?

a.The Department of Justice (“D0J”) law on Preventing Access to Americans’ Bulk Sensitive
Personal Data and United States Government Related Data by Countries of Concern 90 FR
1636, codified at 28 CFR Part 202 (*DOJ Final Rule”) prohibits or restricts the transfer of bulk
sensitive personal data and US government related data (“Covered Data”) to China (including
Hong Kong and Macau), Cuba, Iran, North Korea, Russia and Venezuela (“Countries of
Concern”), or entities or persons under their jurisdiction (“Covered Persons”).

b.The DOJ Final Rule went into effect on 8 April 2025, with additional compliance provisions
relating to due diligence, record-keeping and audit requirements coming into force on 6
October 2025.

c.According to the DOJ, the DO]J Final Rule addresses the threat of Countries of Concern
increasingly using bulk sensitive personal data to develop and enhance Al capabilities and
algorithms that enable the use of large datasets in increasingly sophisticated and effective
ways to the detriment of US national security.

2. What is a Covered Person under the DOJ Final Rule?

a.The DOJ Final Rule defines a Covered Person as:

i.A foreign person that is an entity that is 50 percent or more owned, directly or indirectly, individually
or in the aggregate, by one or more countries of concern or persons ...; or that is organized or
chartered under the laws of, or has its principal place of business in, a country of concern,;

ii.A foreign person that is an entity that is 50 percent or more owned, directly or indirectly, individually
or in the aggregate, by one or more persons described in [the other] paragraphs of this section;
iii. A foreign person that is an individual who is an employee or contractor of a country of concern or of
an entity [identified by] this section;
iv.A foreign person that is an individual who is primarily a resident in the territorial jurisdiction of a
country of concern;
v.Any person, wherever located, determined by the Attorney General: (i) to be, to have been, or to be
likely to become owned or controlled by or subject to the jurisdiction or direction of a country of
concern or covered person; (ii) to act, to have acted or purported to act, or to be likely to act for or on
behalf of a country of concern or covered person,; or (iii) to have knowingly caused or directed, or to
be likely to knowingly cause or direct a violation of this part.




3. What is Covered Data?

a.The DOJ Final Rule regulates transactions concerning 2 categories of data: (i) US sensitive
personal data; and (ii) US government-related data.

b.There are 6 categories of U.S. sensitive personal data, each of which has a defined "bulk"
threshold, which refers to the amount of the data transferred that meets or exceeds the
threshold at any point in the preceding 12 months, whether through a single covered data
transaction or aggregated across covered data transactions involving the same U.S.
person and the same foreign person or covered person.

Human ‘omic data

More than 1000
US persons or, in
the case of
human genomic
data 100 US

Includes: (a) human genomic data; (b) human epigenomic data; (c)
human proteomic data; or (d) human transcriptomic data but excludes
pathogen-specific data embedded in human 'omic data sets.

Measurable physical characteristics or behaviors used to recognize or
verify the identity of an individual, including facial images, voice prints

Biometric identifiers More than 1000 | 514 patterns, retina and iris scans, palm prints and fingerprints, gait,
US persons and keyboard usage patterns that are enrolled in a biometric system
and the templates created by the system.
Precise geolocation More than 1000 Identifies the physical location (real-time or historical) of an individual
data US devices or device to within 1,000 meters.
Indicates, reveals or describes the past, present, or future physical or
mental health or condition of an individual; the provision of healthcare
More than to an individual; or the past, present or future payment for the
Personal health data provision of healthcare to an individual. This term includes basic
10,000 US physical measurements and health attributes ...; social, psychological,
persons behavioral and medical diagnostic, intervention, and treatment history;
test results; logs of exercise habits; immunization data; data on
reproductive and sexual health; and data on the use or purchase of
nrescrihed medicatinns
N Data about an individual's credit, charge or debit card or bank account,
) : More than including purchases and payment history; data in a bank, credit or other
Personal financial data 10,000 US financial statement, including assets, liabilities, debts or trades in a
persons securities portfolio; or data in a credit report or in a consumer report.
Any of the above-listed identifiers (a) in combination with any of the
Covered personal More than other listed identifiers or (b) in combination with "other data that is
identifiers 100,000 US disclosed by a transacting party...such that the listed identifier is linked
persons or linkable to other listed identifiers or to other sensitive personal data.




4. What is a Covered Transaction?

The DOJ Final Rule prohibits some transactions of Covered Data and permits others with
significant restrictions and compliance requirements. Other specified transactions are exempt
under the DOJ Final Rule.

e Prohibited Transactions

o Cross-border data brokerage involving access to Covered Data and transactions that
involve access to bulk human ‘omic data or biospecimens.

o Prohibited unless exempt or licensed.

¢ Restricted Transactions

o Substantial restrictions on (1) vendor agreements, (2) employment agreements, and
(3) investment agreements (except certain passive investments).

o Permitted subject to compliance with diligence, audit, recordkeeping and Cybersecurity
and Infrastructure Security Agency (“CISA”) security requirements, or if exempt or
licensed.

5. What exemptions are available?
The Final Rule includes several exemptions applicable to clinical research where Covered
Transactions are:
¢ Necessary to obtain or maintain regulatory authorization in a Country of Concern to market
certain products (including drugs, biological products, devices, and other combinations
thereof) where the data is (1) de-identified or pseudonymized pursuant to FDA regulations;
and (2) reasonably necessary to evaluate the safety and effectiveness of the covered product
(28 CFR § 202.510);
¢ Ordinarily incident to clinical investigations regulated by or supporting applications to the
FDA (28 CFR § 202.511); or
¢ Ordinarily incident to, and part of, the collection and processing of clinical care data
indicating real-world performance or safety of products, post-marketing surveillance data
(including pharmacovigilance and post-marketing safety monitoring), and necessary to
support or maintain authorization by the FDA (28 CFR § 202.511).

Organizations would not be violating the DOJ Final Rule if it engaged in a transaction that falls
within one of the clinical research exemptions. Application of the exemptions is tightly defined -
access must be strictly necessary to fulfill the purpose of the exemptionsi.e. access must be
tightly controlled, granted strictly as necessary, withdrawn when no longer necessary.

6. How does ACRO understand the clinical research exemptions to apply in practice?
ACRO members have discussed the applicability and scope of the clinical research exemptions
to CRO activities under the DOJ Final Rule in consultation with external legal counsel.

It is acknowledged that there are likely to be variation in the interpretation of the exemptions,
particularly as the law is new, there is currently no supporting guidance on how to apply the
clinical research exemptions in practice and application of the exemptions is untested.

It is important to note that the exemption under 28 CFR § 202.511 reads as the most broad and
flexible exemption for clinical research, and is not supported by examples in the legislation in
relation to when it would or would not be appropriate to rely on (this is in contrast to 28 CFR §
202.510 and many other exemptions within the law that are supported by multiple examples of
their applicability).




7. Focus on security and access control measures

The DOJ Final Rule is a security law and ensuring appropriate security and access control
measures are in place is a core compliance action required. Where engaging in a restricted
transaction, organizations must implement a comprehensive set of security measures to ensure
compliance with the CISA security requirements, which focus on organizational, system and
data-level safeguards to protect covered data.

ACRO considers the following access control measures to be of particular importance in
supporting compliance with the DO]J Final Rule:
e Access to Covered Data by Covered Persons must be on a least privileged need-to-know basis
and fall within one of the exemptions or meet the requirements for restricted transactions.
e Access to systems that store Covered Data must be provisioned, managed and de-provisioned
in line with the strict access control policies.

8. What are the penalties for non-compliance?
Violations of the DOJ Final Rule could result in civil or criminal liability.

e Maximum civil penalty of $368,136 or twice the amount of the transaction.

¢ Anyone who willfully commits, attempts to commit, or conspires to infringe the DOJ Final

Rule may be fined up to $1,000,000 and/or be imprisoned up to 20 years.

Where the DOJ has reason to believe a violation has occurred, it may issue a pre-penalty notice.
Following an investigation, it can issue a finding of violation. Entities have a right to respond to
a notice or finding within 30 days.

9. DOJ Enforcement

It is unclear how active enforcement activity will be. The DO]J has indicated that it will pursue
penalties and other enforcement actions as appropriate for egregious, willful violations,
particularly where the US person did not engage in good-faith efforts to comply with the DO]J
Dinal Rule.

This law is new and untested. There is likely to be variation in the interpretation of the
applicability and scope of the exemptions. ACRO has landed on a pragmatic interpretation in
consultation with its members and specialist attorneys that involves a broad application of the
clinical research exemptions to CRO activities.




10. Compliance actions required

There is no one size fits all DOJ Final Rule compliance program. However, based on the
requirements of the DOJ Final Rule, the following actions will be important to factor in:
-Develop, implement and update compliance programs as appropriate. Ensure impacted
personnel are appropriately trained on the programs to ensure they understand the
requirements of the DO]J Final Rule and actions required for compliance.

¢ Implement CISA security requirements and review access control measures in place.

¢ Identify Covered Transactions and consider if these transactions represent restricted or
exempt transactions.

e Review agreements with vendors and engage with vendors regarding expectations of
compliance with the DOJ Final Rule.

¢ Perform due diligence and audits of your DOJ Final Rule compliance program.

e Maintain compliance records to support adherence to the recordkeeping and reporting
requirements under the DOJ Final Rule.

The DOJ published a Data Security Program Compliance Guide and FAQs to support
organizations with their compliance efforts.
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